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Application Intelligence Solution Integration with CrowdStrike

This guide provides step-by-step instructions for monitoring application metadata from Gigamon using
CrowdStrike.

Note:

e The guide is infended for customer deployments and assumes familiarity with basic GigaVUE-FM and
CrowdStrike administration.

e The integration flow outlined in this guide is based on GigaVUE-FM version 6.12 and CrowdStrike. Menu
labels and Ul layouts may change slightly across releases. Always refer to the latest GigaVUE
Documentation Library and CrowdStrike documentation for Ul details.

CrowdStrike Integration—Architecture and Data Flow

For details on deployment scenarios, refer to the AMX Application Deployment Options.

Prerequisites
Before you start with the integration, ensure the following are in place:

e AMI and AMX solutions are deployed. For instructions, refer to:
o Create Application Metadata Intelligence for Physical Environment
o Create Application Metadata Intelligence for Virtual Environment
o Configure Application Metadata Exporter Application

e Access to the CrowdStrike Next-Gen SIEM UL.

Configure the CrowdStrike Falcon Next-Gen SIEM to accept JSON data

To create and configure CrowdStrike Next-Gen SIEM connector:

1. Log in to CrowdStrike Next-Gen SIEM using your CrowdStrike credentials. Multi-factor

authentication is required.

In the Menu icon, click on Next-Gen SIEM and select Data Onboarding.

On the Data Connections page, select Add Connection to create a new connector.

Click on Filter by connectors, enter Gigamon in the filter field

The Gigamon Observability App Data Connector appears in the filter; you need to click on the

titte and the Configure button.

To configure the New Connection Details, provide a Connection Name.

7. Inthe Parsing and Enrichment section, the Gigamon AMI Parsers is preselected in the Parser
field. Click Enable Parser selection checkbox and accept the Terms and Conditions.

8. Click on Create connection to save the configuration for the connector sefup.

9. Click Generate APl key then copy both the HTTP endpoint from the API URL and the APl key and
store them locally.

AN SN

o

Note:

Ensure you to store the URL and API Key securely. If missed, it cannot be regenerated or viewed
again.
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https://docs.gigamon.com/pdfs/Content/Documentation-downloads.html
https://docs.gigamon.com/pdfs/Content/Documentation-downloads.html
https://developer.crowdstrike.com/docs/ng-siem/
https://docs.gigamon.com/doclib612/Content/GV-Cloud-V-Series-Applications/AMX_Deploy_options.html?tocpath=GigaVUE%20Cloud%20Suite%7CGigaVUE%20V%20Series%20Application%7CApplication%20Intelligence%7CApplication%20Metadata%20Exporter%7C_____1
https://docs.gigamon.com/doclib612/Content/GV-GigaSMART/Create%20Application%20Metadata%20Intelligence%20for%20Physical%20Environment.html
https://docs.gigamon.com/doclib611/Content/GV-Cloud-V-Series-Applications/Snippet_Application_Metadata-65.html?tocpath=GigaVUE%20Cloud%20Suite%7CGigaVUE%20V%20Series%20Application%7CApplication%20Intelligence%7CApplication%20Metadata%20Intelligence%7C_____1
https://docs.gigamon.com/doclib612/Content/GV-Cloud-V-Series-Applications/AMX_Configuration.html

10. After creating the connection, note that on the Data Connections page connection is in the
Pending state, but once the data ingestion is complete it will be moved to the Active state.

Configure CrowdStrike Next-Gen SIEM details in GigaVUE-FM and Deploy

Before you begin, ensure AMIis deployed and running.

To set up CrowdStrike details in GigaVUE-FM:

1

2.
3.
4

5.

Log into GigaVUE-FM, go to Traffic > Virtual > Orchestrated Flows, and select your platform.
Select the Monitoring Session AMX node to open the configuration panel.

Click the menu icon on the AMX node and select Details. Then navigate to Cloud Tool Exports.
In the Cloud Tool Exports configuration:

Alias: Provide an Alias name.

Endpoint: Enter the required CrowdStrike endpoint details. Append /raw to the end.
For Example: https://<<crowdstrike-endpoint-host>>/services/collector/raw
Header: Click on to enter the Authentication Header and entfer the APl key in the
placeholder. For example: Authorization: Bearer <<API key>>

Cloud Tool: select Other

Type: select AMI.

Labels: Enter Key as "event” and Value as “Gigamon”.

In the Advanced Settings, enable the export option, Disable the zip option and click Save.
6. Return to the Canvas, click Actions > Deploy.

Verify the Integration

To verify if the infegration is successful:

1.
2.

3.

Log in to the CrowdsStrike Ul > Next-Gen SIEM > Log Management >Advanced Event Search.
Enter the following query in the search placeholder:

#Vendor="gigamon"

The corresponding JSON logs passing through the Next-Gen SIEM will be displayed.

<Tool Name>—Application Intelligence Integration Guide | 5



= M) Next-GenSEM

Search Dashboards Scheduled reports Lookup files

Schedule search Createrule v See in graph

[ Searches +05:30 Calcutta v € last15m i Run <

1 Vendor:=Gigamon
2 | #type = "gigamon-ami”

tList widget ¥

Language syntax

<« B .
Fields © Spbare . @® Auto (Event List) v - W D® H Save v
T ey 1530 =y = =9 163 1635 163 =g w3 =) 1640 1441 1aaz 10
Showing fields from latest 200 events -
Filter fields Q
o— @timestamp v/ Field List ~ a
#event.outco 1100+ #repo.cid: aaccldafaZf647b48848b7eeb7958300
#observer. ty. 1 100% + 3 #type: gigamon-ami
#repo 1 otex + #Vendor: gigamon
srepo.cid T otes 4 : @dataConnectionlD: e30b15d1803349d78efe5Fc64df49a18
: @error: true
#type 1100% + % Gerror_nsg: Could not parse json for field-__temp_rawstring msg-Could not handle input. reason-Could not parse JSON | No field named Vendor.ts
svendor 1 1ee% 4+ i to use when parsing timestamp
: @error_nsg[0]: Could not parse json for field-__temp_rawstring msg-Could not handle input. reason-Could not parse JSON
@dataConnect 1 loe% + ¢ @error_msg[1]: No field named Vendor.ts to use when parsing timestamp
gerror 101% o+ i Gevent_parsed: false
N @id: G23BujQL4QITDHFAGSTFEDRC_26_1 1773219923
Gerror_nsg Toom o+ : @ingesttimestamp: 1773219923069
@error_nsg[0] 1%+ @mwstr\ng {7ts":"Wed Mar 11 €8:52:59 2026","generator”:"Vseries, 10.115. 81.118- “Giganon","product”: "netadata” "
@error_msg[1] 101+ 3 o d"
Bevent_parsed 1% o+ i
eid 00 100% + K "2026:03:11 08:52:44.72
@ingesttines 2 0% + i "sys_up_tine_first” 1231792",”sys,up,t\me,las "."621281792" ,"end_reaso
: :"1", "app_name": "mailslot", "app_tags": 'Enterpr\se',"1d“ ”465999511907467266” "seq_nun'":" 1615746", "event" : "Giganon"}
@rawstring 00 100% + i @source: PlatfornEvents
@source 1 100% + % @sourcetype: giganon-ani
N Gtimestamp: 1773219923069
esourcetype 1 100% + %
Gtinestanp.nanos: @
Stimestanp.n.. 1 100% + 3 @tinezone: Arerica/New_York
etimezone 2 100% + i channel: @ . 0
N event.category[0]: networ
channel 1 100% + %
£ event. type[@]
destination. 9 9% + 3 V¥ Parser.version: 1.1.0 v

Hits: 1,273 EPS: 221k Work: 6

Visualize the Dashboards in CrowdStrike

This section covers predefined and customized dashboards for visualizing fraffic.

1. From the CrowdStrike Ul, go to Next-Gen SIEM>Log Management> Dashboards.
2. Search for Gigamon in the filter.
3. Therelevant Dashboards will be displayed.

If the Dashboards are unavailable, contact your respective Gigamon representative for
assistance.
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